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Professional

z racunalniki se ukvarjam

ze vet kot 30 let vmware e

Windows, Linux, ”@’6 Network +.

omrezja, internet, ... CompTIA Certified
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kako racunalnik deluje

kaksne so nevarnosti pri uporabi

kaj so vzroki za tezave in kako si lahko pomagamo
0 zlobnih ljudeh in zlobnih programih

primeri napadov

tehnicne resitve

nekaj koristnih nasvetov







delo
Zabava

Iskanje informacij

shranjevanje podatkov in dokumentov

komuniciranje (s strankami, prijatelji, druzino)

uporaba spletnih programov

poslovanje z banko




racunalnik je samo orodje

ampak uporaba vsakega orodja je lahko nevarna
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Kaksne so nevarnosti ?




primeri: Sony Playstation Network, Target Credit Cards (bankart), Stuxnet virus




Kako deluje racunalnik ?

Tako, da izvaja programe !

(@)

procesor pomnilnik disk omrezja

i




sistem in

sistemski - [l programi
administrator | |

Majini
dokumenti

Janezovi
dokumenti




izgubljeni dokumenti ali podatki
kraja zaupnih informacij

kKraja denarja

izguba Casa

Izguba ugleda ali zaupanja




trenutek v dogodek trenutek v
preteklosti, ko smo - prihodnosti, ko
shranili podatke sistem spet deluje
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izgubljeni podatki nedelujoc sistem




napaka uporabnika

npr. zbrise dokument

fizicna okvara

npr. pokvari se disk

zunanji vzroki

npr. napad ali virus




otroci in zacetniki

uporabljajo orodja, ki jih ne razumejo

hekerji

imajo znanje, a iscejo le slavo

profesionalci

SO organizirani in hocejo zasluziti




Namestijo svoje programe, tako da:

izrabijo napake v operacijskem sistemu
ali v ze nalozenih programih

izrabijo naivnost uporabnika

kombinirajo oboje




prikazovanje reklam
trojanski program

kraja gesel

lazni protivirusni program
napad na druge (DDoS)
1zsiljevanje

ugrabitev brskalnika

nezazelena posta (phishing)
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GUNGRATULATIONS!

You've been chosen to receive a
FREE Gateway Deskiop Computer!
£

Click Heres ta Claim Your FREE Deskiop Computer
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G Contra¥arus w200

A ContraVirus has detected malicious spyware on your PC.

Pleasze note. your computer remainz yulnerable to Spyware infections
as long az your copy of Contra¥irus iz not registered.

If not quarantined immediately, these infections may cause the Fallowing problems:

6 Lost Documents and Settings Logs of Internet Connection

Infecting other computers on
your network

W

fﬁ Permanent Data Loss
&3 System not starting up

{3 Sy=tem Slowdown and Crashes

You need ta regisker Contravirus to cure these infections, Click "Register now®
ko regisker Conkravirus and eliminate these security hazards,
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Your personal files are encrypted!

Your mportant fies encryption produced on this computer: photos, videos,
documents, etc. Here i 3 complete Ist of encrypted files, and you can personaly verfy
this.

Encryption was produced using 3 unique public key RSA-2048 generated for this
computer. To decrypt fies you need to obtain the private key.

The single copy of the prvate key, which will alow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a tme
specfied n ths wndow. After that, nobody and never will be able to restore fies...

To obtain the private key for this computer, which will automatically decrypt files, you
need to pay 100 USD / 100 EUR / smiar amount in another currency.

Cick «Next» to select the method of payment and the currency.

Any attempt to remove or ‘
destruction of the private key by server,




Windows XP [12.bit)

POZOR! Vas racunalnik je blokiran iz varnostnih razlogov nizje.

Otdotien(a) ste ogledovanja/prehranjevan)a in oz. all raamnolevanja pornografije z prepovedano
viebino (otrolka pornografija, zcofilija, nasilna pornografija in t.d.). Prebrififa) ste Mednarodno
dekdaractjo © boju proti razmmodevanju otrofke pornografije, ter obdolien(a) ste kaznivega
dejanja po 161. & Kazenskega zakonika Rebublike Slovenije.

V shiadu 5 161 4. Kazershega nika Rebublike Sloventje je kazen zapor od 5 do 11 let.
ObdolZen(a) ste tudi kriitve “Zakona o avtorsih in sorodnth pravicah™ (nalaganje pratske glazbe
video ter neliceninega softverja) ter uporabe in oz ali rasmnclevanja kontenta, ki je pod zadlito

avtorskih pravic. Torej osumljenia) ste kriitve 148, &. Kazenskega zakonika Rebublike Siovenije

Karen po 148. & Kazenskegs zakoniks Rebublike Slovenije je globa v vsoti od 150 do 550
minimalaih plal i zapor od 3 do 7 et

Preko vaSega ralunsinika je bil opravijen neupraviten vhod v sistem 2 zageto za javmost
informacijo ter s podatki derZavnega pomena v splety

X e
S NALIONALNI PREISKOVALNTI'URAD

@ | Uprava kriminalisti¢ne policije
“Wrad za informatiko in telekomunikacije

Preostanek casu: 47:59:59

@ paysafe

Kje lahko dobim napotnico PaySafeCard?

Dobavijiva  vaepaws po wviem sSvetu v 4350000
prodajnih mestih. Kartico PaySafelard dodéd v velinl
supermarketoy, v trafikabh, na bencingdh lrpalkah in
Idozhih

www . eDenar net - PaySafeCard dgparne dobite v vall
EdiSn plalilon na poctlailenh prodajnih mestih, 3
Moneto (Ia nabap hartic paysafecard, poltite SMS 3
viebing PSC UPW 100 na 4848.)




[ Important (1) [ ¢, Franc Soling <franc.solina@gmail. com=i| % Reply | =k Forward

) Stassed Subject hello
|| dia-scan...nzorcij To

, Junk E-mail Eco mirermm@gmail.com

LinkedIn
- Hello,

ppiaed I| | Please view the document | uploaded for you online.
|| shr Sigp In with your email to view the document
. Sent Messages ' cgd
) ubusre statiis Marius Gaina
b gl mirc.rez...ail.com Executive Assistant to The Chairman

b o~ matdool...icl.net

[ £ Oliver Rothschild Corporate Advisors
I g miro.ma...ail.com

24/25, New Bond Street,
45| miro@rsmm.si IMayfair,
London, W15 2RR
|| Drafts . i
S Tel: +44 (207 647 99597
el Templares Mob: +44 (0)7907 728 400
|, Sent Skype mariusgc3d

o T TR T R R R P LR LR E L E LR
) Spam

=] Deleted

The information contained in this message may be confidential and is intended
unauthorised use, dissemination of the information or copying of this message
L) Zoho addressee, please notify the sender immediately by return email and delete thi
Local Folders any attachments are believed to e of any virus, or other defect which mig

b [ Blags s Feedds| which tr_wej?f_arg received ened, it is the responsibility of the recipientlto e
—' responsibility is ; d by the sender for any loss or damage from receipt o

-

"B http://pancom ediere.r-:r,"NGdCLCSHNGdctcs,"Lngiﬁ.htmI Unread: 0 Totak 2  Synchronizatiol




n
) Junk
| Deleted
by [Grad]
|| Drafts
(H, Sent Mail
& Al il
) Spam
15 Deleted
|, ErsteDajla
il Important
|| Starred
||, dia-scan-konzorcij
|, Junk E-mail
| LinkedIn
|y MySaved
||y sbr
|| Sent Messages
| ubusry status

mirc.rezerva@gm

(| miro@rsmm.si

.r:!' Inbox

Update your debit or credit card information service@intl.paypal.com
The Big Data Roadshow is Coming to a City Mear You « The Pivotal Tea
Get an Exclusive Look at the All-New NGFW Reports! Join the free .. + Untangle

£17 Sale Fnds Tomaorrow! o Udemw
4 Reply  =» Forward Archive | @ Jun

From service@intl.paypal.com <service@intl.paypal.com: 1/

Subject Update your debit or credit card information

To Mirka Maher <mircmmm@gmail.comi>

P PayPal

Your debit or credit card is about to expire

Diear Mirko Maher,

We noticed that yvour MasterCard ending in 0041 is about to expire. Please update the
expiry date and card security code (CS5C) as scon as possible so that you can continue
u=ing it with vour PayPal account. Be sure to activate your new card with your bank first.

If wvou haven't recelved your new card yet, please save this email and click the button when

vou have the new card. If you've already updated your PayPal account with yvour new card
information, pleaze disregard this email.

You can always log in directly to PayPal to update your debit or credit card information in
the Profile or Settings areas.

nee cincarsls

https!fmmw.paypal.com!sifcgi—Ein."webscr?cmd:_u pd-expBwid=rmelT... Unread: 0  Totak13997  Synchronization finished at 07:53:48




napadalcu je dovolj, da najde le eno luknjo

branilci bi morali zapreti vse, kar je skoraj nemogoce

velika kriminalna podjetja napadajo pomembne tarce

nasa prednost je v tem, da smo majhni in nepomembni

potrebujemo tako zascito, da se trud ne izplaca

tudi vlomilci raje viomijo tistemu, ki ima slabo kljucavnico




tehnicne resitve
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zascita namestitev popravkov
omrezja

v Control Penel » Syatern and Sscurty ¢ Windews Update

Cemntred Puni Heas i
B con i Windows Update

by Chack for updates

l T . k for updat \puter
hew update history
install the Istest updastes to enhance your computer's securty

Rasbare hidden upcate and performance

Updates: frequently smied
P ]

Mot recent check for updates:

Upsdates were installed L Wi e
Feor Windiows and other products frerm Microsaft Updete

Sendice

You receive updaies

Sen ghn
Inatalivd Lipdate:




protivirusni BACKUP
program




kdor ne ve, kaj dela, klice tezave

Z racunalnikom se da poceti marsikaj,
a ni vse pametno ali koristno

ce ste v dvomih, je pravilen odgovor najveckrat NE

bolje, da prej

vprasate strokovnjaka,
kot da strokovnjak
potem resuje

vas racunalnik




A VES KAT JE
MOJ PROBLEM ?
NIKOLT NE
UPOSTEVAM
LASTHNIH
MNASVETOV,

MNE SKRET,
TUDI JAZ SEM
TAKA,

JA, TUDI JAZ
MNIKOLT ME
UPOSTEVAM
TVOJIH
MNASVETOV.




* naj strokovnjak pregleda nastavitve vasih naprav !

in to ne prijatelj od sosedovega necaka,
ki se tudi malo spozna na racunalnike

ne pozabite na BACKUP !

backup mora biti avtomatski in
vCasih poskusite narediti tudi restore

uporabljajte gesla !

na vseh napravah (tudi telefonih),
ne trivialna, ne enaka za vse storitve




e bodite previdni z dodatki za brskalnike !

tisti, ki jih res potrebujete, morajo biti posodobljeni,
vse ki niso nujno potrebni raje odstranite

delajte kot navaden neprivilegiran uporabnik !

kot administrator pa le za instalacijo programov

na racunalniku locite sluzbo in otroke !

najbolje je, da imajo otroci svoj racunalnik za igrice,
Cce ga ze delite z njimi, pa naj imajo svojega navadnega
(brez administratorskih pravic) uporabnika za prijavo







Miro Maher
www. rsmm.si

info@rsmm.s1
041 602 012

moja Vvizitka

na telefonu lahko uporabite:

QR Droid Code Scanner (Android)
i-nigma QR Code (iPhone)

QR Code Scanner (Windows)
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